Abstract
•
Moreover, Article 7 (f) of the Directive refers to 'third parties to whom data are disclosed' and provides descriptions that imply that this category is based on a different assumption to those relating to data controllers and data processors, and is applicable to anyone who carries out data processing as an essentially personal activity.
• Articles 11, 12, and 14 of the Directive also establish a legal status that exempts these 'third parties' from some obligations that data controllers must fulfil.
• This article analyses and endorses the existence of this third category and the legal issues and problems that arise when trying to subject anyone who processes data to the legal regime applicable to data controllers and processors.
Approach
The concept of 'third party to whom data are disclosed' in the Directive
The legal regime established under Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 'on the protection of individuals with regard to the processing of personal data and on the free movement of such data' 1 (the 'Directive'), in respect of those who process personal data, is divided essentially into two subjective elements: the data controller and the data processor.
These two elements are defined on the basis of the circumstances in which the activities are respectively carried out and, therefore, a data controller 'determines purposes of processing can be determined by legislation, but in such cases the relevant rule should also determine who the controller is.
Moreover, a data processor processes personal data on behalf of the controller. The key to this concept lies on the fact that processing is carried out on behalf of the controller, that is, assigning the outcome and the consequences resulting from data processing to the controller. Under these circumstances, any data processing carried out by the data processor is attributed to the data controller, as though the controller had carried it out directly. As a result, Article 17 of the Directive, regulating the figure of the processor, allows the data controller to decide whether to carry out data processing directly, or outsource this activity to a different company, which will act as data processor on behalf of the data controller.
Similarly, data processors will provide any service that makes it necessary, as an ancillary activity to that service, for personal data to be processed.
The Directive does not define the data processor as being separate from the role of the data controller, assigning the role of data processor to those carrying out the process without determining its purposes and means, but as a unique and perfectly defined role that materializes when data controllers, instead of carrying out data processing directly through their own means, request a third party to perform the processing on their behalf.
Since data processors act on behalf of controllers, they have no personal interest in the outcome of the process they carry out (except the economic interest relating to the compensation agreed with the controller for the services provided, and their liability for the quality of these services); in fact, if data processors had any personal interest in the purposes sought in data processing, they would lose their status as data processor because they would stop acting on behalf of the data controller to act on their own behalf, for their own interest and, therefore, would not fit the definition of data processor provided under the Directive.
By applying these concepts, there may well be entities or individuals carrying out data processing that, because they do not fall within the definition of these concepts, cannot be qualified either as data controllers or as data processors of data processing. This would occur if an entity carried out its own processing, thus fulfilling its own interests, without determining the purposes and means of the data processing.
This raises the problem of defining how this data processing is dealt with, the liabilities and conditions that may be required of this third category of entities that process personal data. The Directive offers several provisions that, in accordance with its literal wording, are applicable to data processing carried out by entities whose role does not fall within the definitions of data controller or data processor.
Delimiting the concept 'A Third Party to whom Data are Disclosed'
Article 2 (f) 4 of the Directive defines third parties as a party other than the data subject, the controller, the processor, or those who process the data under the controller's or the processor's authority.
This concept is normally used in civil law to describe a subject that is not part of an entity or part of an agreement.
The limited rules referring to third parties in civil law focus on the possible effects that an agreement, a rule, or a human action could have on third parties. The most of those rules preserve their interests using the expression 'without detriment to third parties', as a limitation on the legal effects of a situation or human action.
Also, three articles in the Spanish Civil Code specifically regulate third-party rights or their protection: Article 1.257 5 establishes that when the parties agree rights in favour of a third party, this third party will be entitled to enforce these rights unless the obligation is previously revoked; Article 1.259 6 establishes that any agreement agreed on behalf of a third party can be enforced by the third party unless the counterparty previously revokes it; and Article 1.902 7 guarantees that anybody to whom a damage is caused has the right to be indemnified. According to the civil law approach, third parties are always passive subjects or entities that can be affected by the activity of others. These rules in the Directive are outside the limited scope of the provisions in civil law and by regulating how third parties must carry out their data processing activities, the Directive does not restrict the scope of this concept to that passive role of third parties in civil law. Under the Directive, third parties process data and 4 The term '"'third party" shall mean any natural or legal person, public authority, agency or any other body other than the data subject, the controller, the processor and the persons who, under the direct authority of the controller or the processor, are authorized to process the data;' 5 Article 1.257 of the Spanish Civil Code 1.889: 'Contracts will only be effective between the parties that execute them and their heirs. … If the contract contains any stipulation in favour of a third party, the latter may enforce its performance provided that it has made its acceptance known to the obligor before it is revoked.' 6 Article 1.259 of the Spanish Civil Code 1.889: 'Any contract entered into on a person's behalf without that person's authorization or empowerment will be null, unless it was ratified by the represented person before the other contracting party revoked it.' 7 Article 1.902 of the Spanish Civil Code, 1.889: 'Anybody who, as a result of an action or an omission, damages another party through his or her fault or negligence will be obliged to repair any damage caused.' 8 Article 29 Working Party, 'Opinion 1/2010 on the concepts of "data controller" and "data processor"' (WP 169, 16 February 2010) , 31: 'The Directive uses "third party" in a way which is not dissimilar to the way in which this concept is normally used in civil law, where [the] third party is usually a subject which is not part of an entity or of an agreement. In the data protection context, this concept should be interpreted as referring to any subject who has no specific legitimacy or authorization-which could stem, for example, from its role as controller, processor, or their employee-in processing personal data.' 9 Article 29 Working Party, 'Opinion 1/2010 on the concepts of "data controller" and "data processor"' (WP 169, 16 February 2010) , 31: 'The Directive uses this concept in many provisions, usually with a view to establish prohibitions, limitations and obligations for the cases where personal data might be processed by other parties which in origin were not supposed to process certain personal data.' must follow some prohibitions, obligations, and limits and consequently the role of these third parties is active even though the definition of Article 2 (f) does not establish it.
Thus, Article 7 (f) 10 of the Directive uses the concept of 'third parties to whom data are disclosed' that is more limited than the concept of Article 2 (f). Third parties to whom data are disclosed (i) are other than the data subject, the controller, the processor, or those who process the data under the controller's or the processor's authority, and (ii) carry out their own data processing, thus fulfilling their own interests, without determining their purposes and means. The phrase 'third parties to whom the data are disclosed' in Article 7 (f) refers to a qualified third party and grants it its seal of approval.
Moreover, Articles 11, 12, and 14 of the Directive set out several applicable provisions that place this role opposite to the controllers' role.
First, Article 7 (f) expressly recognizes the possible existence of entities or individuals different from the data controller that process personal data (it is obvious that the phrase 'third parties to whom the data are disclosed' does not refer to the data controller, since both concepts are contrasted in this provision).
Interpreting that the role of the third party is an interim situation, at the end of which this party will become data controller or data processor depending on the circumstances, is not admissible because the contrast arising between the terms 'data controller' and 'third party' makes this impossible and, moreover, the definition itself of data controller given in Article 2 (d) also prevents undefined situations from arising temporarily.
Second, under Article 7 (f), third parties to whom the data are disclosed do not qualify as data processors, as this article expressly sets out that these 'third parties' pursue a legitimate interest by processing the data, preventing this processing from being qualified as having been carried out on behalf of the data controller.
Moreover, there is no reason why the Directive would not use the name it establishes and attributes to data processors.
Third, by establishing that, in these cases, Member State law must guarantee the legitimacy of personal data processing, the Directive gives prevalent importance to the self-interested pursuit of 'third parties', which is only conditioned by the need to achieve a balance between the interest pursued and the interests of the party concerned.
Ultimately, this provision defines and legitimizes the role of the third party to whom personal data are disclosed, comparing it to the roles of the data controller and the data processor. Under Article 7 (f), the third parties to whom the data are disclosed are entitled to process personal data to satisfy a legitimate, unique, and personal interest, however, they must adapt data processing to the purposes and means determined by another entity that controls that process.
Key distinguishing features from data controllers and data processors
To distinguish between the data controller, the data processor, and the third party to whom data are disclosed, it is necessary to ascertain whether those performing the data processing actually decide on the purposes and means of the processing, or have a personal interest in the process.
Data controllers
Determining the means of data processing involves making a decision on how personal data are processed, that is, which physical and logical means are used to achieve the purpose sought through data processing. The entity that establishes the processing means takes on the role of the data controller by making this decision.
According to the concept given in the Directive, it is not necessary that the processing means are particular to the data controller. If an entity is entitled to decide whether personal data will be processed by a particular computer system, and orders or allows this system to process personal data, by making this decision it assumes the role of the data controller of the processing.
Moreover, determining the processing means must also be understood to include a passive element, entailing permission by omission, and even unintentional permission. If the data controller's duties include (i) preventing third parties from accessing information improperly by implementing the security measures established under Article 17.1 of the Directive, and (ii) even the duty of secrecy implied in this same article in relation to Article 16, the failure to prevent third parties from gaining unauthorized access would be construed as passive determination, by omission, of the processing means.
Therefore, when an entity decides that the personal data must be included in a data processing system, or does not to take the necessary measures to prevent this from happening, this entity assumes the role of data controller.
Moreover, determining the processing means does not prevent the data processor being given some room for manoeuvre when determining the means that will be used for data processing.
The Article 29 Working Party highlights that the differentiating factor, based on determining the means and the purposes of processing, cannot be interpreted restrictively, and thus an entity will not lose its status as data controller if it gives a third entity (the data processor, in the case taken into consideration by the Working Party) some margin of discretion when determining the purpose, and flexibility when taking decisions. Because of the incidence, significance, and level of liability involved, this discretion should be greater when determining the means than when determining the purposes 11 .
Focusing on the second factor affecting the concept of data controller, it is possible to affirm that determining the purposes of processing includes the intents for which personal data are applied, and the decision as to why personal data are processed.
The Directive assigns liability for processing to the entity that determines the purposes, simply because this decision is an act of disposition of personal information that can only be implemented by those authorized to dispose of this data. There is no greater responsibility than deciding to which purposes personal data are applied.
As highlighted above, it is much less likely that the data processor will be given any degree of autonomy to decide the purposes of processing than to decide the means of processing, as the former is infinitely more significant.
Data processors
Finally, the existence of a legitimate interest that is intended to be achieved through data processing attributable to both data controllers and third parties to whom the data are disclosed according to Article 7 (f) of the Directive can be considered the key element distinguishing between the third parties to whom the data are disclosed and data processors.
Anyone who physically carries out data processing under the control of a different entity that determines its means and purposes to fulfil a legitimate personal interest will act as a third party to whom data are disclosed, within the meaning set out in Article 7 (f) of the Directive; but when the data processing is carried out for someone else's interest, they will act as a data processor because, in this case, they will act on behalf of the entity that holds the interest in processing the data.
The interest that is intended to be fulfilled through data processing should not be confused with the purpose of the data processing. Although the purpose and interest may coincide, this is by no means necessary or invariable. Even though the 11 Article 29 Working Party, 'Opinion 1/2010 on the concepts of "data controller" and "data processor"' (WP 169, 16 February 2010), 13: 'When it comes to assessing the determination of the purposes and the means with a view to attribute the role of data controller, the crucial question is therefore to which level of details somebody should determine purposes and means in order to be considered as a controller. And in correlation to this, which is the margin of maneuver that the Directive allows for a data processor. These definitions become particularly relevant when various actors are involved in the processing of personal data, and it is necessary to determine which of them are data controller (alone or jointly with others) and which are instead to be considered data processors-if any. The emphasis to be put on purposes or means may vary depending on the specific context in which the processing takes place. A pragmatic approach is needed, placing greater emphasis on discretion in determining purposes and on the latitude in making decisions. In these cases, the question is why the processing is happening and what is the role of possible connected actors like outsourcing companies: would the outsourced company have processed data if it were not asked by the controller, and at what conditions? A processor could operate further to general guidance provided mainly on purposes and not going very deep in details with regard to means.' meaning in dictionaries of both terms is very close, the reality is that the use of each of these terms in the Directive is always consistent and clearly different.
The purpose of data processing refers to the objective or material result pursued through processing the personal data it focuses on, the information or the conclusion targeted as a result of processing the data of interest, or in the inferences made based on the personal data that are being processed. In this sense, the Directive refers to the purposes of the data processing when regulating the information obligation in Articles 10 (c) and 11 (b), not obliging the data controller to inform about its interest in the data processing, and also makes several references to the purpose of different kinds of data processing in recitals (28), (30), and (37), and Article 4.1 (c). In contrast, the interests that are intended to be fulfilled through the data processing reveal an entirely subjective aspect, namely the project, business, or activity being developed and for which data processing is essential. The interests pursued by data processing are based on an intention, and are a completely volitional and abstract element for which data processing operations can be used as a necessary tool.
The Directive never refers to the 'interest of the processing' but to the 'interest of' an entity or individual, referring always to a subjective intention in recitals 30, 42, 45, and Articles 7 (f), 8 (b), 13.1 (e), and 26.1 (c) and (e).
Consequently, article 7 (f) of the Directive grants its seal of approval to a different assumption concerning the data controller and the data processor, applicable to anyone who carries out data processing as an essentially personal activity, to develop a project or interest ascribed only to them, while limiting data processing to the means and purposes determined by a different party that, therefore, will be liable for this data processing, the data controller.
Legal status of third parties to whom personal data are disclosed
As mentioned above, the Directive contains several special provisions that apply to these third parties to whom the data are disclosed. Further to regulating its legitimacy these special provisions affect the duty of information and the duty to attend to the rights of rectification, cancellation, and opposition, and give rise to a unique legal regime.
Legitimacy
In accordance with Article 7 (f) of the Directive, the third party to whom the data are disclosed is only entitled to process data if the interest or the rights and freedom of the data subject do not prevail over the legitimate interest pursued.
This limitation encourages the third party to whom the data are disclosed to assess the impact caused by the data processing carried out over the interests and fundamental rights of the data subject, which appears to be a precedent for the 'data protection impact assessment' regulated in Article 33 of the Proposal for a General Regulation on Data Protection 12 , which is currently being processed.
Analysing this impact implies comparing the interest pursued with the consequences this would have on the data subject. Article 7 (f) of the Directive disallows data processing in cases where the desired result does not justify the means that are used, that is, when any limitation to interests, fundamental rights, or public freedom is not justified by the significance and importance of the interest pursued through the data processing.
It is worth noting that Article 7 (f) of the Directive requires that not only the rights and fundamental freedom are taken into consideration, but also the (common)
interests of the individual concerned.
Any reference to common interest should be limited to the interest which can commonly and generally be attributed to individuals at any particular moment, and under conditions and social customs that concur objectively or generally; but not extended to the exclusively personal and subjective interests of each data subject (the mere preferences), since including personal preferences in the analysis of the impact on data protection would require an individualized enquiry that would make them known, that is, an authorization for consent. However, the authorization for consent is regulated in Article 7 (a) 13 of the Directive, and their inclusion in the impact analysis, set out in paragraph (f), would invalidate this provision.
Obligation to inform
Second, the third party to whom the data are disclosed has no obligation to inform the data subjects about data processing. Under the Directive, this is the data controller's obligation.
Article 11 (1) 14 of the Directive makes explicit reference to the third parties to whom the data are intended to be disclosed, so there is no doubt that the controller is the only recipient of this obligation and the third party is excluded from it.
12 Proposal for a regulation of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) (COM(2012)0011-C7-0025/2012-2012/0011(COD)). Text approved by the European Parliament legislative resolution of 12 March 2014 (Ordinary legislative procedure: first reading), Amendments 129 and 130. <www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2014-0212&language=EN> 13 'Member States shall provide that personal data may be processed only if: (a) the data subject has unambiguously given his consent;' 14 '1. Where the data have not been obtained from the data subject, Member States shall provide that the controller or his representative must at the time of undertaking the recording of personal data or if a disclosure to a third party is envisaged, no later than the time when the data are first disclosed provide the data subject with at least the following information, except where he already has it: a. the identity of the controller and of his representative, if any; b. the purposes of the processing; c. any further information such as  the categories of data concerned,  the recipients or categories of recipients,  the existence of the right of access to and the right to rectify the data concerning him in so far as such further information is necessary, having regard to the specific circumstances in which the data are processed, to guarantee fair processing in respect of the data subject.
Before providing the data to a third party, the data controller must inform the data subject, and the information provided will guarantee that the data processing carried out by the third party to achieve its own interests does not infringe on the data subject's interests and rights since, as highlighted subsequently, the data subject can object to this disclosure.
Rights of rectification and cancellation
Third, the Directive requires that controllers deal directly with any applications for the rectification or cancellation of data requested by data subjects. Third parties to whom the data are disclosed are not required to deal with any applications from data subjects, and are only obliged to fulfil the data subjects' requests when the controller reports them.
Article 12 (c) 15 of the Directive also contrasts the concept 'controller' with that of 'third party to whom the data are disclosed', which leads to the affirmation that this provision consciously excludes third parties from the obligation imposed only on controllers. Thus, the Directive ensures data subjects that the third party to whom the data are disclosed will comply with the principles of data quality as provided in paragraphs (c) and (d) of Article 6 of the Directive, since the data will be adapted to this principle of quality as soon as the controller notifies the third party of the need to rectify, erase, or block this data.
Right of opposition
Furthermore, as regards the right of opposition, Article 14 (a) 16 of the Directive establishes that it is a right to ask the data controller to cease processing the data, and to instruct the third party to stop processing. However, the Directive does not guarantee that those affected will have the right to demand that the third party must cease processing data, but to ask the data controller to notify the third party of this.
Despite the vagueness of Article 14 (a), the end prohibition on the data controller to continue processing data is evidence of the fact that the opposition provided for in this first section can only be exercised against the controller. In this case, the third party must stop processing as soon as the notification provided for in Article 12 (c) of the Directive is received.
2. Paragraph 1 shall not apply where, in particular for processing for statistical purposes or for the purposes of historical or scientific research, the provision of such information proves impossible or would involve a disproportionate effort or if recording or disclosure is expressly laid down by law. In these cases Member States shall provide appropriate safeguards.' 15 'Member States shall guarantee every data subject the right to obtain from the controller: … notification to third parties to whom the data have been disclosed of any rectification, erasure or blocking carried out in compliance with (b), unless this proves impossible or involves a disproportionate effort.' 16 'Member States shall grant the data subject the right: (a) at least in the cases referred to in Article 7 (e) and (f), to object at any time on compelling legitimate grounds relating to his particular situation to the processing of data relating to him, save where otherwise provided by national legislation. Where there is a justified objection, the processing instigated by the controller may no longer involve those data;' only regulates data disclosures to third parties for the purpose of direct marketing, and, again, this is only applicable to data controllers, since its wording establishes the right to receive a notification that can only be required of the controller before disclosing any data to the third party or, subsequently, when the third party intends to use this data for advertising, so an objection to the process can only be made to the controller.
From this set of provisions, it is possible to affirm that the Directive contains a special regime for data processing applied in cases in which processing is carried out under a concept that differs from those of data controller and data processor.
The Directive describes 'third parties to whom the data are disclosed' as entities that carry out this unique processing.
In these cases, data protection of data subjects is guaranteed through prior information regarding the disclosure of data to third parties, which is the duty of the controller, and through the controller's obligation to forward the opposition and information updating applications to third parties to whom the data have been disclosed. Consequently, the 'third parties to whom the data are disclosed' are able to carry out data processing without having to deal directly with these obligations towards data subjects.
Obviously, to apply this regime, 'third parties to whom the data are disclosed' cannot determine either the purposes or the means of data processing; otherwise they would be controllers of the processing, which would prevent the special provisions from being applied. If those processing data do not have at least a proper and legitimate purpose, but do so on behalf of the controller, they would not have the status of 'third party' but of data processor, with the applicable special regime.
Processing assumptions regarding third parties to whom the data are disclosed
Finally, reference is made to some data processing assumptions that have raised complex discussions on the role of the entity that processes data and whose cause lies in the fact that the entity carrying out data processing clearly does not fall within the concept of data controller (does not determine the purposes and means of processing) and undoubtedly, they cannot be considered data processors because they do not perform the process on behalf of the controller. All these cases fit the Directive's concept of 'third party to whom the data are disclosed'.
17 'Member States shall grant the data subject the right: … (b) to object, on request and free of charge, to the processing of personal data relating to him which the controller anticipates being processed for the purposes of direct marketing, or to be informed before personal data are disclosed for the first time to third parties or used on their behalf for the purposes of direct marketing, and to be expressly offered the right to object free of charge to such disclosures or uses. Member States shall take the necessary measures to ensure that data subjects are aware of the existence of the right referred to in the first subparagraph of (b).'
Telecommunications or electronic mail service
Telecommunications companies are probably those who manage the greatest volume of information to conduct their business, but they do not have to be bound to the controller by any service agreement, or even know who the controller is.
They merely provide a connectivity service to ensure that the message gets through their systems to the recipient.
These companies conduct their business by intermediating in the flow of communications but they process the information in the messages that they manage without determining the means and purposes, which are fixed by the person who originates the message, they only make their own telecommunications systems available to their clients (who may be the recipients of messages, or even other companies that also mediate in the telecommunication service).
Clearly, telecommunications companies have a direct interest in the data processing they carry out and for this reason they have created a data processing scheme for their own economic benefit, but they do not make decisions regarding data processing. This is reflected in Recital 47 18 of the Directive, which excludes telecommunications companies from the concept of data controllers, except for personal data additional to the message that they need to operate their service.
The Directive on privacy and electronic communications 19 regulates their role as controllers of this data.
As they are excluded from the Directive's concept of controller, and they cannot be classified as data processors, it is implied that the Directive considers that these companies process personal data according to a different concept of controller and processor. In this case, the legal regime regarding third parties to whom the data are disclosed, established by the Directive, is entirely applicable.
Advocate General Jääskinen also took into consideration Recital 47 of the Directive when analysing the role of search engines as mere intermediaries and concludes that search engines are not proper data controllers 20 .
Credit bureaus
18 'Whereas where a message containing personal data is transmitted by means of a telecommunications or electronic mail service, the sole purpose of which is the transmission of such messages, the controller in respect of the personal data contained in the message will normally be considered to be the person from whom the message originates, rather than the person offering the transmission services; whereas, nevertheless, those offering such services will normally be considered controllers in respect of the processing of the additional personal data necessary for the operation of the service. referred to In this case, credit bureau companies create a data processing scheme for their own economic benefit, but make no decisions regarding data processing.
Creditors are people who, due to loan defaults, decide to upload the debtors' personal data so that other entities can access them easily and be aware of this situation before granting a new loan.
If the credit bureaus are limited to processing information on the basis of the purposes and means specified by the controller, the role of these companies clearly falls within the definition given to third parties to whom data are disclosed.
Obviously, if the company operating the credit bureau processes the reported data for any purpose other than the purpose determined by the creditor, or applies any processing means other than those set out by the creditor (by adding to the recorded information using data from other sources, not updating or making information accessible to third parties after receiving instructions to block this information, for example), this company would then become the controller, as it determines the purposes and means of processing.
In the case of Spain (which is my country), these data files are specifically The credit bureau processes data in accordance with the purpose (communication to third parties) and the means (the computer system used by the credit bureau)
that the creditor has determined, to achieve its personal interest (to achieve the aim of its business, which is precisely to carry out this data processing), as established in Article 7 (f) of the Directive.
The data controller, that is, the creditor, must report on the possible inclusion of the data in a file when requesting payment from the debtor (Article 11 (1) of the Directive); likewise, the creditor must keep the information updated in the bureau (Article 12 (c) of the Directive).
As mentioned above, the debtor's right to object to the controller recording the data in the bureau (Article 14 (1) ). However, as this is a case of data processing to which the debtor cannot object, these additional guarantees cannot be considered an exception or violation of the Directive's principles, but compensation for the exception of the right to object.
Credit bureau data processing has caused an ongoing controversy because credit bureaus do not seem to perfectly fit the concept of data controller. Even the files', highlighting the fact that creditors make the decision on the means and purposes of the data that are recorded. The Agency itself coined the term 'file controller' to distinguish a bureau from a data controller, because of differences arising in each of these cases. Also, the Supreme Court of Spain has declared in two rulings 28 that only bureaus can be held liable for infringements, and not the creditors that write down the default credit, because under the LOPD liability can only be attributed to file controllers, and not to those who provide the bureau that information fulfilling an agreement executed with them. Nevertheless, the Spanish courts have now changed their approach and do not exclude from liability creditors that fail to fulfil the legal guaranties when recording default debts.
All these circumstances highlight that this kind of data processing is singular. This singularity derives from the fact that those carrying out the processing do not act as a controller or as a processor, but as a third figure, namely a third party to whom the data are disclosed, as regulated under the Directive, that understandably cannot be given the same liability as the data controller, as long as it does not assume the role of data controller to determine its means and purposes.
List brokers
Another case of data processing that falls within the concept of 'third parties to whom the data are disclosed' is carried out by companies known as 'list brokers', which receive lists from other companies that have obtained personal data through their commercial traffic (including customers and prospective customers). List brokers deal with those lists in their own name through advertising, seeking advertisers who are interested in sending out publicity.
The list broker carries out data processing for its own interest, given that it can benefit economically from this data, an interest considered legitimate and in accordance with the principles established in Article 7 (f) of the Directive.
The list provider, on the other hand, decides which data the list broker will use, and for what purpose and by which means, as it is the list provider who decides that the list will be used by the list broker for direct marketing, making the list provider a : 'Contrary to the opinion of the Advocate of the State, only the file controller decides the purpose, content and use of automated data processing and not those facilitating the data under a contract entered into with the file controller, so only the file controller is subject to the sanctions regime established in the above law: this cannot be extended to any other person, because, if so, as in the judgment under appeal, this would involve an extensive or analogous application of the disciplinary system prohibited by article 25.1 of the Constitution and article 129.4 of the Law on the Legal Regime of Public Administrations and the Common Administrative Procedure, thus grossly violating the principles of legality and criminality; therefore, this judgment under appeal must be set aside. The subjective limitation of the disciplinary system has been maintained, given the logic of the system itself, in Act 15 /1999 of 13 December, on the Protection of Personal Data, establishing in its article 43.1 that 'files controllers and data processors are subject to the sanctions regime provided for in this Act', continuing, therefore, to exclude those who had contracted the provision of data with them.' <www.poderjudicial.es/search/doAction?action=contentpdf&databasematch=TS&reference=3048524&links=%223372/2001%22&optimize=20031 030&publicinterface=true>, <www.poderjudicial.es/search/doAction?action=contentpdf&databasematch=TS&reference=3247308&links=%227050/2001%22&optimize=20030 703&publicinterface=true>.
company that falls within the concept of controller as defined in Article 2 (d) of the Directive. It is required to update the list, respecting the data subjects' right of objection and cancellation, and must ensure quality data, under Article 6 (c) and
In this case, the list broker does not seem to perfectly fit the concept of data processor, as it has a direct interest in the processing it carries out from the moment when it obtains the results deriving from using the list developed, which makes it impossible to interpret whether it acts on behalf of the controller. It cannot be considered as a data controller, because the purposes and means of processing are determined by the company that provides its data for commercial use. This is another 'third party to whom the data are disclosed' that processes those data for its own personal interest, always according to the purposes and means determined by the supplier of the list that fits to the role of data controller.
Of course, in cases where the list broker can decide on the purposes and means of the processing of the data (a common occurrence), the list broker must not be described as a third party, but as a data controller.
Moreover, it should also be emphasized that Article 14 (b) 29 of the Directive provides an additional guarantee for this kind of data processing, greatly strengthening the balance between the competing interests of the data subject and the third party to whom the data are disclosed for advertising, because it forces the controller to provide enough information to the data subject for it to object at an early stage to allowing the data to be subject to this disclosure or use, or later, if the controller authorizes the third party to use the list for marketing purposes at a later date.
This case of data processing has also been analysed by the Agency, which, as in the previous case, has distinguished the role of list broker by calling it a 'file controller'.
It is logical that the liability for the processing of the data should fall on the supplier of the list, who must keep it updated by deleting and amending it as necessary, and, unless the list broker carries out data processing in a way that differs from the supplier's specifications, it makes perfect sense to exonerate the list broker of any liability.
Internet search engines
Internet search engines should also be included in these considerations. Search engines download the content any user decides to publish on the internet (the content 'editor') in the same way other users would, but massively and systematically, using programmed browsers known as 'robots'. 'Robots' are computer programs that control the search engines to download content.
29 Quoted in n 17.
Search engines follow a working protocol under which web editors include instructions on their websites for the search engines, permitting them to download and index the published contents ('robot.txt' protocol) . Through these instructions, search engines are authorized or not to use content published for the provision of their service; some instructions may also be aimed at a particular search engine.
This protocol is available to editors and its use is widespread because it is simple and rarely causes any incidents. This means that editors have the power not only to decide to publish certain content and keep it published, but also to authorize or condition whether web users can locate the content using the search service. ' WP 148, 4 April 2008, 14 : 'The principle of proportionality requires that to the extent that a search engine provider acts purely as an intermediary, it should not be considered to be the principal controller with regard to the content related processing of personal data that is taking place. In this case the principal controllers of personal data are the information providers. The formal, legal and practical control the search engine has over the personal data involved is usually limited to the possibility of removing data from its servers. With regard to the removal of personal data from their index and search results, search engines have sufficient control to consider them as controllers (either alone or jointly with others) in those cases, but the extent to which an obligation to remove or block personal data exists, may depend on the general tort law and liability regulations of the Although, under the interpretation defended in this article, the data processing carried out by the search engines falls within the concept of a 'third party to whom the data are disclosed' because the search engine, without prejudice to having developed the infrastructure to provide the service, follows the instructions determined by web editors (robot.txt protocol or codes 'noindex' or 'noarchive'). In this case, editors also determine the means and purposes of processing the data indexed and, therefore, act as data controllers for this processing, while search engines process the data according to the editor's specifications, yet on their own behalf, carrying out a separate activity.
And, again, it makes perfect sense that the publishers should be responsible for reporting the disclosure of data to search engines, for channelling the cancellation and update requests (using robot.txt protocol or codes 'noindex' or 'noarchive'), and for promptly updating the content for the search engine to refresh the information, accurately reflecting the content published. This is particularly relevant when the provisions of the Directive are applied to the search engines regarding the third party to whom the data are disclosed: under the interpretation defended here, the 'editors' (who publish the contents), if applicable
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, must inform the data subjects of their intention to publish content on the Internet, facilitating its location through search engines. The editors are also obliged (on the basis of the robot.txt protocol) to prevent this, if data subjects object to it or request that this information cannot be found through a search engine when their name is introduced.
And of course, if the search engine determines the means or purposes of processing, it will lose its role as a third party to whom the data are disclosed and requires that the service provider is not generally considered as having that position. [Article 29 Working Party, Opinion 1/2008, p. 14, however adds that the extent to which it has an obligation to remove or block personal data may depend on the general tort law and liability regulations of the particular Member State. In some Member States national legislation provides 'notice and take down' procedures that the internet search engine service provider must follow in order to avoid liability.]' […] '90. An opposite opinion would entail internet search engines being incompatible with EU law, a conclusion I would find absurd. Specifically, if internet search engine service providers were considered as controllers of the personal data on third-party source web pages and if on any of these pages there would be "special categories of data" referred to in Article 8 of the Directive (e.g. personal data revealing political opinions or religious beliefs or data concerning the health or sex life of individuals), the activity of the internet search engine service provider would automatically become illegal, when the stringent conditions laid down in that article for the processing of such data were not met. October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data are to be interpreted as meaning that, first, the activity of a search engine consisting in finding information published or placed on the internet by third parties, indexing it automatically, storing it temporarily and, finally, making it available to internet users according to a particular order of preference must be classified as 'processing of personal data' within the meaning of Article 2(b) when that information contains personal data and, second, the operator of the search engine must be regarded as the 'controller' in respect of that processing, within the meaning of Article 2(d).' 35 It should be borne in mind that, in the case of publications, the author frequently exercises freedom of information and expression, which, in practice, leads to the author not informing the subjects referred to in the content of their intention to make public the information it publishes.
become a controller. This will occur when the search engine provides added-value services, or when retaining the indexed data on a long-term basis after its access has been blocked on the source web browser, or after the content has been modified, as the Article 29 Working Party highlights 36 .
Conclusion
The Directive regulates an assumption beyond the definitions of controller and processor, granting its seal of approval by recognizing its legitimacy, and establishing legal status. Moreover, it is easy to recognize cases that fall within the concept of the third party to whom the data are disclosed. Furthermore, in all of these cases, this concept of the third party to whom the data are disclosed resolves legal questions and problems that arise when trying to subject these 'third parties'
to the legal regime applicable to controllers and processors.
However, these provisions of the Directive have not been transposed into Spanish law, and I am not aware of any precedent that has argued or proposed that Article 7 (f) of the Directive should be applied in the sense described in this text.
Furthermore, the ECJ has ruled out Case C 131-12, affirming clearly that search engines are data controllers when they index personal data published on websites, impeding the interpretation defended here. From my point of view, although nobody has ever defended it, this interpretation helps to differentiate the data controller from those to whom the data controller discloses data to process those data under licence and the data controller's instructions, but do not act as data processors.
The obligations and liability of these third parties to whom data are disclosed should be different while following the data controller's instructions and conditions, 36 Article 29 Working Party, 'Opinion on data protection issues related to search engines ' WP 148, 4 April 2008, 24 : 'In their second role, as providers of content data (such as the data in the index), generally they are not to be held as primarily responsible under European data protection law for the personal data they process. Exceptions are the availability of a long-term "cache" and value added operations on personal data (such as search engines aimed at building profiles of natural persons). When providing such services, search engines are to be held fully responsible under the Data Protection Directive and must comply with all relevant provisions'. 37 Article 6 'Lawfulness of processing' of the text of the proposal for a regulation of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) (COM(2012)0011-C7-0025/2012-2012/0011(COD)) approved by the European Parliament legislative resolution of 12 March 2014 (Ordinary legislative procedure: first reading), Amendment 100: '1. Processing of personal data shall be lawful only if and to the extent that at least one of the following applies: … (f) processing is necessary for the purposes of the legitimate interests pursued by the controller or, in case of disclosure, by the third party to whom the data is disclosed, and which meet the reasonable expectations of the data subject based on his or her relationship with the controller, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data. This shall not apply to processing carried out by public authorities in the performance of their tasks.'<www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2014-0212&language=EN>.
because these parties trust the data controller to grant them the licence to process the data, and they have no power of decision regarding the purposes and means of the data processing.
In addition, the legal status of these third parties is logical and complete, requiring them to follow the data controller's instructions, and they do not reduce the legal rights of data subjects.
For this reason, I defend that the forthcoming General Regulation on Data Protection should regulate expressly the role of these 'third parties to whom data are disclosed', regulating their legal status with derogations similar to those established in the Directive.
The new regulation should impose on the data controllers that disclose data to third parties determining the purposes and means of data processing the duty to inform the data subjects about this data processing and keep the data disclosed up to date.
With this legal status, these third parties would be able to develop their activity.
Also, the interests of the data subject, the industry and society would be balanced and the right to privacy protected.
